Kerberos and SharePo

No ticket touting here, does SharePoint add another head?

Spencer Harbar (spence@harbar.net)




Agenda

What is Kerberos?

What benefits does Kerberos offer?

How does it work?

I’'m a SharePoint Guy, do | really need to know how it
works?

I’'m a SharePoint Gal, why should | care?

Do | care?

Do | really need Kerberos for my SharePoint?

What do | need to use Kerberos for my SharePoint?
How do | configure my SharePoint to use Kerberos?
Can | automate Kerberos configuration for
SharePoint?



Before we dive In...

* |ntranet, Extranet

e Authentication == who you are
e Authorisation == what you can access



What is Kerberos?




Benefits of Kerberos

e.g. allows a web server to impersonate a client when
accessing a database resource

a.k.a. “double-hop authentication”

with other implementations, open (IETF based)
mature (10 years)

e renewable session tickets
e avoids unnecessary roundtrips to domain controllers

e allows verification of server identity

e Assumes network is un-trusted
e Real encryption!



Windows Authentication

Authentication Methods x|

[ Enable anonymous access

IUse the following Windows user account for anonymous access:

User name: | |

Password: |

Authenticated access

Faor the following authentication methods, user name and passward
are required when:

- anonymous access is disabled, or

- access is restricted using NTFS access contraol lists

I+ Integrated Windows authentication

[ Digest authentication for Windows domain servers
[ Basic authentication (password is sent in dear text)
[ .MET Passport authentication

| |
| |
| Ok | Cancel | Help |




Windows Authentication (NTLM)

HTTP GET

HTTP: 401 WWW-Authenticate: NTLM Header
Acquire Credentials

Construct AuthN Token

HTTP GET with Username

HTTP 4o01: NTLM Challenge

NTLM Challenge Response

H

Client Username Token *

NTLM Challenge *
NTLM Challenge Response *
Authentication Success
HTTP 200: OK

R 8.

2 11.
= <€
IIS Server Domain Controller

* Max NTLM Auths (2 by default) can be tweaked, but can tank your DCs



Key Kerberos Concepts

e Provides Ticket-Granting Tickets to clients

e Authenticates users to services

e For authentication to a service (e.g. a web site)

e Allows service tickets to be granted without re- authentication



Windows Authentication (Kerberos)

HTTP GET

HTTP: 401 WWW-Authenticate: Negotiate or
Kerberos

Request Service Ticket from KDC

Service Ticket returned

HTTP GET with authenticator

HTTP 200 OK

G

IIS Server Domain Controller



It’s a knockout!

Cryptography
Trusted 3" Party

Supported
Clients

Features

Symmetric

Domain Controller

Windows gx, Me, NTy,
2000 and above

Slow auth (pass thru)
No mutual AuthN
No delegation
Proprietary

Lamer data protection

Symmetric and/or Asymmetric

Domain Controller with KDC
Domain Controller and Enterprise CA

Windows 2000 and above

Ticketing

Mutual AuthN

Delegation

Open Standard

Cryptographic data protection



That's all very nice...

...but what about SharePoint?

As a SharePoint person...
you don't really need to know the gory details
for the most part it's very simple

but of course the more you know, the more you
know. You know?

Learn more over at Ken Schaefer’s IIS blog:

http://www.adopenstatic.com/cs/blogs/ken/archive/tags/Security/default.aspx



http://www.adopenstatic.com/cs/blogs/ken/archive/tags/Security/default.aspx

Why Kerberos with SharePoint?

e Based on ticketing system

e Avoids unnecessary authentication requests to your DCs

e The 1 DC per 3WFEs old wives tale



Do | really need Kerberos?

e Real concurrent, not total number

e Despite dropping mucho cash on nice shiny boxes

e Plenty of other examples



Kerberos Requirements




SharePoint Comedy (sort of)

You've all seen the lamer dialog:

"'_g You have chosen to use Kerberos with Integrated Windows authentication. Manual configuration steps by a domain administrator will be required if the application pool's security account is not

Metwark Service,
)4

Leading SharePoint books say:
"we recommend Kerberos but we’re not gonna tell you
how to set it up, here’s a link to a non SharePoint KB"

Detailed badly on the web with a focus on single
server scenarios.

Improved slightly with KB832769




So how do | set it up?



Spence’s Recommendation

e Especially for Central Administration
e Allows verification of functionality first



Trust SharePoint computers for

delegation

General ] Operating System ] Member Cf ]
Delegation l Location ] Managed By ] Dialin ]

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.

" Do not trust this computer for delegation

{* Trust this computer for delegation to any service (Kerberos only)

(" Trust this computer for delegation to specified services only
{+

~

Service Type | User or Computer Port | Service Name | Do

| | i

[ Expanded | |

ITI Cancel | Apply |




Service Principal Names (SPNs)

e service/name:port domain\username

e SETSPN.EXE — Resource Kit or Windows 2008
e ADSIEdit — Support Tools or Windows 2008



SETSPN.EXE Examples

setspn -A http/intranet.company.com SHAREPOINT\apppooll

LIST SPNs for an account: setspn -1 SHAREPOINT\apppooll
DELETE SPN: setspn -d http/moss SHAREPOINT\apppooll
SPNs should not be in the form of URLs i.e. http//moss.harbar.com

Best Practice: SPNs for both NetBIOS names and FQDNs
If you are using a non default port (bad idea) the port should be included



Trust Accounts for delegation

21x]

Crganization ] Member Cf ] Dial4n ] Environment ] Sessions ]
Remote contral ] Teminal Services Profile ] COM+ ]
General ] Address ] Accourt ] Profile ] Telephones ~ Delegation

Delegation is a security-sensitive operation. which allows services to act on
behalf of another user.

" Do not trust this user for delegation

' Trust this user for delegation to any service (Kerberos only)

{" Trust this user for delegation to specified services only
(v

~

Service Type | User or Computer Port | Service Mame | Do

J | 2

[ Expanded | |

oK | Cancsl | Apply |




Configure Web Applications



Configuring Kerberos for SharePoint

Demo




Common Issues



http://support.microsoft.com/kb/911149

Troubleshooting

e 401.1 means invalid credentials or auth type

* 401.2 means somethingis in the way (e.qg. proxy
server)



Coming Soon...

e Medium and Large Farms

e Excel Services

e Troubleshooting and Tips and Tricks

e Improvements in Windows Server 2008

e \Wizard based automation tool



QA & Disucssion

Thanks for your attention!

Feel free to post Kerberos related queries to
the forums at http://suguk.org



http://suguk.org/

