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Authentication Mechanisms

ÅTrusted Subsystem

ÅImpersonation/Delegation

ÅCore concepts that underpin every web application, ever!

Essential Reading:

Designing Secure Web Based Application for Windows 2000 

Michael Howard

www.microsoft.com/mspress/books/4293.aspx

http://www.microsoft.com/mspress/books/4293.aspx


Trusted Subsystem

ÅResources are accessed by a òservice accountó

ÅCaching & SQL Connection Pooling

ðApplication Pools enable:

Åwith Windows Credentials

Åzero credential storage

ÅSharePoint is predominately a Trusted Subsystem



Impersonation/Delegation

ÅResources are accessed using client credentials

ÅAllows end to end auditing etc

ÅCaching / Pooling not possible



What is Kerberos?

Open, Extensible Authentication Protocol developed at MIT

Implemented in Windows 2000 and above Domains

Implemented as a Security Support Provider (SSP) and accessed through 

the SSP Interface (SSPI)

Default Authentication Protocol in Windows 2000 and above Domains

Windows 2003 adds support for certificate based smart cards



Kerberos Benefits
Åe.g. allows a web server to impersonate a client when 

accessing a database resource

Åa.k.a. òdouble-hop authenticationó

Delegated 

Authentication

Åwith other implementations, open (IETF based)

Åmature (10+ years)
Interoperability

Årenewable session tickets

Åavoids unnecessary roundtrips to domain controllers
Efficient

Åallows verification of server identity
Mutual 

Authentication

ÅAssumes network is un-trusted

ÅReal encryption!
Secure



COMPARING

NTLM AND KERBEROS



Windows Authentication (NTLM)

1. HTTP GET

2. HTTP: 401 WWW-Authenticate: NTLM Header

3. Acquire Credentials

4. Construct AuthN Token

5. HTTP GET with Username

6. HTTP 401: NTLM Challenge

7. NTLM Challenge Response

8. Username Token *

9. NTLM Challenge *

10. NTLM Challenge Response *

11. Authentication Success

12. HTTP 200: OK
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5. 6.7.
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Doesnõt Scale

Doesnõt Perform

Shared Secret over the wire

* Max NTLM Auths (2 by default) can be 

tweaked, but can tank your DCs


